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Side channels
● Unintentional information leakage

– Binding order
– Impressioning marks
– Core rotation
– Sound
– Etc...



  



  

How locks leak information
● Logo and finish
● Color of pins from a pinning tray
● Pressure under the pin
● Weight/ Volume / Conductivity of pins
● Mechanical resonance frequency
● Weight of the lock including pins



  

● Paper: Listen to Your Key: Towards Acoustics-
based Physical Key Inference 
https://dl.acm.org/doi/abs/10.1145/3376897.337
7853
 

Paper: Listen to Your Key

https://dl.acm.org/doi/abs/10.1145/3376897.3377853

https://dl.acm.org/doi/abs/10.1145/3376897.3377853
https://dl.acm.org/doi/abs/10.1145/3376897.3377853
https://dl.acm.org/doi/abs/10.1145/3376897.3377853


  



  



  



  

●  

Rotation versus height 



  

Standard Pins



  

Spool pins
●  

Standard Pins



  

Sputnik



  

Sputnik



  

Pin rotation side channel
● Idea:

– Test keys set the pins to a known position
– Lock rotates 
– Angle is measurement
– Calculate key options
– Repeat until open (or try all options)



  



  

Experiments
● For every key-pin height

– For set of test keys
● Measure rotation angle

● Repeat for:
– Different key pins, 
– Different drivers pins,
– Different locks
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Pin rotation side channel
● Base angle: 2.5 deg +/- 0.1 deg
● Measured spool: 7 deg +/- 0.5 deg



  

Pin rotation side channel
● Todo:

– Work out the math
– Find an efficient search algorithm
– Build measuring tool outside the lock



  

Pin rotation side channel

Distractions:
– Measuring Jig for measuring keys
– Analyzing all locks, all keys, all pins



  



  

Security pins



  

Spool pins
●  



  

Case study: Safe deposit box lock



  

SDB



  

SDB



  

Bowley Rotasera



  

Bowley Rotasera
● Latest design from Bowley Lock Company
● Multiple theoretical vulnerabilities

– “Prove it”, - Bowley.



  

Bowley Rotasera
● BOWLEY PICKING & GUT (133),  

– Chris Ahrens

● Defeating the Bowley, Forever Lock and Yuema 
750 - Mitch ‘Priyer’ Robert



  
https://www.bowleylockcompany.com/
how-the-rotasera-works.html



  

Theoretical attack
● Key rotation makes sound

– Sidebar rides the disk pack
– Decoding by sound?

 



  



  



  



  



  



  



  



  



  



  



  

Theoretical attack
● Decoding by sound?

– Inconclusive 
– more research needed

 



  

Kromer Protector 2040



  

● The Unpickable Kromer Protector - Jaakko 
Fagerlund - OzSecCon 2019 

● DEF CON Safe Mode Lock Picking Village - 
Zeefeene - High Security Wafer Locks An Oxymoron 

● Kromer Protector (Patent-Post-Kassetten-
Eingerichte) Picked and Gutted - WestLockPicking 

Kromer Protector 2040



  



  



  



  



  



  



  



  



  



  



  



  



  



  



  



  



  



  



  



  



  



  

The end
● Question?

– 3rd & final Impressioning workshop later today

● Contact:
Jan-willem@Toool.nl 

@jwrm22

mailto:Jan-willem@Toool.nl
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